Abstract: Fully homomorphic encryption (FHE) has important applications in cloud computing. However, almost all fully homomorphic encryption schemes share two common flaws that they all use large-scale secret keys and some operations inefficient. In this paper, the "special b" variant of the Learning With Errors problem (bLWE) is presented, and helps us construct the first circularly secure key switching process which can replace the key switching process and similar re-linearization process used by the existing FHE schemes. Then, we present an efficient FHE. Compared with Brakerski's scheme, our scheme reduces L secret keys to one and is more efficient. Finally, we prove the chosen-plaintext attack (CPA) security of the fully homomorphic scheme and the circular security of key switching process in standard model under the learning with errors problem (LWE) assumption.
Introduction
Recently, cryptography obtained the swift and violent development [1] [2] [3] [4] . The idea of homomorphic encryption can be retrospect to 1978 [5] , it means that an entity can implement computations on encrypted data without decryption. This character of encryption scheme sounds appealing in network services. The most important application of homomorphic encryption is the outsourcing of data and computation on clouds. Besides these, there are some other interesting applications including database encryption delegate computation, private information retrieval (PIR), electronic voting, and secure multiparty computation [6] .
If an encryption scheme can compute any function of the ciphertexts, then it is called a Fully Homomorphic Encryption scheme. Otherwise, if it can only evaluate a limited set of circuits about ciphertexts, then it is called a Somewhat Homomorphic Encryption(SHE) scheme. The substantial progress was achieved by Gentry's first FHE scheme based on ideal lattices in STOC'2009 [7] , following many improvements with higher efficiency and better performance. In Eurocrypt 2010, Dijk, Gentry and Halevi et al. [8] promoted another succinct construction of FHE scheme on in-tegers other than on ideal lattice, called DGHV. In 2011, Brakerski et al. [9] proposed two schemes based on Learning with Errors problem over Rings (RLWE) and two important techniques called re-linearization and dimension-modulus reduction to control noise and the length of encrypted data. In 2011, Brakerski, Gentry and Vaikuntanathan [10] presented a novel approach to FHE that dramatically improves performance and bases security on weaker assumptions, by a much more effective approach for managing the noise level, called BGV. In 2012, Halevi and Shoup programmed BGV by C++ and NTL math kernel library [11] . In Cryptology-CRYPTO 2013, Gentry et al. [12] proposed a scheme, called GSW, based on Learning with Errors problem and a new technique called the approximate eigenvector method. What's more, Gentry et al. constructed the first identity-based FHE scheme and attribute-based FHE scheme.
Considering the efficiency, we will focus on BGV. BGV consists of the scheme based on RLWE and the scheme based on LWE. Based on the Ring LWE assumption, it can reduce the per-gate computation of the bootstrapped version 
In order to follow the description of BGV based on LWE, we represent R as  denote set of the integers. 
Basic Encryption Scheme based on bLWE
to be the matrix consist- E.Dec( , , ) params sk c : Output
Notice that the decryption equation for a ciphertext c that encrypts m under key s can be written as
Suppose that we have two ciphertexts 1 c and 2 c , encrypting 1 m and 2 m respectively under the same secret key s . The way homomorphic multiplication is accomplished in [13] is to consider the quadratic equation 
Correctness and Performance
There are two distinctions between the FHE scheme of BGV based on LWE with this paper. Firstly, we improve the process of FHE.Add . Secondly, we replaces the sample ( , )  b in the BGV based on LWE with the sample ( , )  b . Notice that the second part doesn't interfere with the correctness and efficiency of BGV. The first part is easy after improvement. The proof of theorem is similar to the proof of BGV. So we omit the concrete proof here. Theorem 3.1 For some = (log log ) L
   
, FHE is a correct L -leveled FHE scheme -specifically, it correctly evaluates circuits of depth L with Add and Mult gates over 2 R . The per-gate computation of Mult gates is
3.2 Security In this section, we will focus on the security of our FHE scheme and prove the CPA security of the FHE scheme and the circular security of key switching process in standard model. 
with the vertical bar denoting concatenation.
(1) Given an uniform sample A public-key encryption system is circular-secure when it remains secure even encrypting some messages that depend on the secret keys [6] . There are two distinctions between the FHE scheme of BGV based on LWE with this paper. The first distinction between the BGV based on LWE with this paper is that we improve the process of FHE.Add . The second is that we replaces the sample ( , )
 b in the BGV based on LWE with the sample ( , )  b . We will focus on the second part, since the first part don't lower the secure.
The following inequations are correct, since each row of ( , )  b is indistinguishable from the sample of bLWE. [9] , BGV [10] and Our Scheme [10] [ ( 1) As a result, our scheme is more efficient then BGV, DGHV and BV11b based on LWE, since BGV is more efficient than these schemes.
Summary and Future Directions
This paper improves the BGV based on LWE. Our scheme has a smaller secret key size, faster computation in Inputs Normalization and an efficient FHE.Add comparing with BGV based on LWE. An important remaining problem is to develop the circular security key switching process to base on RLWE and apply it to other scheme, such as GSW, BV11b. Another interesting problem is to improve the performance of our system. [9] , BGV [10] and Our Scheme [10] [ ( 1) 
